To enable space-based quantum key distribution proposals the Centre for Quantum Technologies is developing a source of entangled photons ruggedized to survive deployment in space and greatly miniaturised so that it conforms to the strict form factor and power requirements of a 1U CubeSat. The Small Photon Entangling Quantum System is an integrated instrument where the pump, photon pair source and detectors are combined within a single optical tray and electronics package that is no larger than 10 cm x 10 cm x 3 cm. This footprint enables the instrument to be placed onboard nanosatellites or the CubeLab structure aboard the International Space Station. We will discuss the challenges and future prospects of CubeSat-based missions.
INTRODUCTION
Quantum Key Distrbution (QKD) comprises a family of cryptographic schemes motivated by the enhanced privacy guarantees from quantum mechanics. One of the challenges in QKD research is to extend coverage to a global network. Single photons cannot be re-amplified without destroying their quantum properties. This limits practical fiber-based QKD to about 100 km after which trusted nodes (which rely on traditional security mechanisms) or quantum repeaters (which are not yet demonstrated) will be necessary.
Terrestrial free-space QKD is limited by the need for line-of-sight locations with the current record at 150 km. Greater distance can be achieved by increasing the altitude of the quantum transceivers, e.g. by using long duration high altitude platforms. A compelling pathway to global QKD networks is to place core pieces of enabling technology on satellites in low Earth orbit (LEO). A number of proposals have been been published for building global quantum communication networks using satellites that host quantum light sources or detectors. [1] [2] [3] [4] [5] Efforts are under way to implement the first demonstrations.
In the scenario that we envision a source of strongly correlated photons will be placed aboard cost-effective satellites and the photons will be beamed to receiving ground stations.
2 An alternative satellite-based approach is to put only single photon receivers on the satellite. 5 This detector-based approach, however, suffers from additional link loss 6 and does not pave the way for inter-satellite links which may be of interest when it comes to long baseline tests of quantum correlations (see Fig. 1 ).
In the simplest implementation of space-based QKD the satellite and a ground station will establish a secret key. In a more advanced implementation the satellite will operate as a trusted node between multiple ground stations. Although trusted nodes rely on non-quantum security assurances a space-based node is difficult to Further author information: Send correspondence to A. Ling, E-mail: cqtalej@nus.edu.sg, or R. Bedington, E-mail: r.bedington@nus.edu.sg access via side-channels. For example the reported side-channel attacks on terrestrial QKD systems 7 are difficult to implement when targeting a fast-flying node where communications can only be achieved over a solid angle of tens of pico steradians. While the pointing accuracy is a technical challenge it is worthwhile to note that optical links between satellites and ground stations already exist. 8 The missing key enabling technology in this scenario is a working space-capable source of quantum correlated photons. We have proposed that nanosatellites (spacecraft that have a mass below 50 kg) have a role to play in this effort.
2, 3 They could act as demonstrators to raise the technology readiness level (TRL) of essential components and also as the final platforms that transmit and receive single photons from ground-based stations or other satellites. In particular nanosatellites can effectively host robust and compact sources of polarizationentangled photon pairs which are the workhorse for entanglement-based QKD. The decreasing cost of launching a nanosatellite into low Earth orbit 9 has added impetus to this approach.
Our approach to this task is to take iterative steps towards a final demonstration of entanglement-based QKD from space platforms.
2 The immediate task is to demonstrate that the basic optical design is rugged and that the control electronics are able to operate within the expected environmental envelope in LEO. To increase the chances of such a demonstration we have designed the instruments to be compatible with a widely used nanosatellite CubeSat standard. 10 We have designed a basic demonstration unit that minimizes size, weight and power (SWAP) requirements to increase the chance of acceptance onto a spacecraft. For this first step pointing by the host spacecraft is not needed (see Fig. 2 ). SPEQS 1.0 Figure 2 . In our first satellite mission we aim to deploy a small and rugged correlated photon source on a (nano-)satellite to verify the ruggedness of the optical design and the operation of the supporting electronics. No optical link is needed in this configuration.
The demonstration photon pair source that we are building is called the Small Photon-Entangling Quantum System 1.0 (SPEQS-1.0). It is an integrated instrument combining low-power electronics and a rugged optical assembly. The goal of the SPEQS-1.0 instrument is to demonstrate that an entangled photon source works in LEO. This device has been extensively tested and documented [11] [12] [13] [14] [15] [16] [17] and has undergone two launch campaigns.
18, 19
It is has been assessed to be at a TRL of 8. 20 In this article we will focus on the advantages and prospects of working with CubeSats and describe the initial plans for a dedicated CubeSat to support the next-generation SPEQS device. We will conclude with a discussion on how and if the CubeSat concept can truly be used to carry out a full space-to-ground QKD demonstration.
CUBESATS AND SWAP RESTRICTIONS
The primary building block of a free-flying CubeSat spacecraft is a 10 cm cube that is a fully-functional satellite containing the main components expected within a satellite bus (e.g. solar panels, batteries, onboard computer and radio transceiver). The CubeSat architecture allows the basic cube (1U) to be stacked into larger sized spacecraft composed of multiple cubes with the 2U and 3U sizes being currently quite popular (fractional sizes are not so common). In the future it is expected that CubeSat-based spacecraft would reach 6U or larger as these will have sufficient resources to achieve more complex mission requirements.
CubeSat based spacecraft have become very popular for amateur researchers, university research groups and technology companies seeking a market niche. CubeSats are typically built from commercial-off-the-shelf components (COTS) as these satellites are usually launched into orbits with an orbital life that is measured in years or even months 21 (although some CubeSats have been operational now for 7 years 22 ). Space heritage of components is acquired from the increasing number of successful launches that share common parts. The approach of using COTS components has been highly beneficial to the SPEQS program as it has enabled the developers to focus on the design of the instrument using mature technologies that have not been formally rated for space. This avoids the use of expensive and scarce space-rated components that may have been designed to greatly outperform the requirements of a CubeSat-based mission. Space readiness is then acquired by carrying out targeted testing. This strategy has helped to reduce the necessary development time and to introduce savings enabling our small team to prepare for a space mission.
CubeSats typically get launched into orbit by piggy-backing on larger satellite launches. A number of launch brokers 23, 24 help CubeSat developers get launched from traditional launchers or via the International Space Station. Piggy-backing helps make launch costs accessible to university groups. But there is a further level of savings available where each CubeSat is used to host multiple research payloads. A drawback for this approach is the low duty-cycle for experiment time as the limited power on a CubeSat results in restricted operation time for each payload.
A limitation of current CubeSat technology is that it fails to meet the requirements of high-performance optical transmission experiments as there has been no demonstration of fine pointing on the order of a few micro-radians which is necessary for space-to-ground optical communications (crude optical communication based on optical Morse code has been demonstrated 25 ). Our team is in discussion with collaborators about the feasibility of such a spacecraft and we are aware that since we have proposed the CubeSat approach several other groups have recently expressed interest in this technology.
5
Entangled photon sources for nanosatellite operations must satisfy the SWAP criteria while having the necessary brightness, entanglement quality and the potential for ruggedization. The SWAP restrictions for CubeSats are very stringent. For CubeSats hosting multiple payloads the most critical limit is size. An entire entangled photon source containing also Bell-state analyzer apparatus must be contained in a volume that is approximately 10 cm×10 cm×3 cm. The overall mass of such an instrument should not exceed 500 g, while the continuous (peak) power consumption should be below 2.0 W (2.5 W).
These restrictions lead to a few defining requirements for the source. First non-collinear SPDC sources are ruled out because they require more complex (and less robust) arrangements to achieve a compatible form factor. After weighing the various aspects between different source designs it was decided to proceed with a geometry based on β-Barium Borate crystals.
13, 26 The current form-factor for the SPEQS-1.0 instrument and its typical polarization correlation output is illustrated in Fig. 3 . The internal geometry is described elsewhere. 13 The instrument has been successfully integrated and qualified for flight with a CubeSat (see Fig. 3 ). A final hurdle for CubeSat missions is attempting to get into an appropriate orbit in a reasonable time. Anecdotal evidence suggests that while launching as piggy-backs offers many opportunities the reality is slightly more subtle with numerous delays being encountered. For this reason launching via the International Space Station (ISS) is becoming increasingly popular although this is not without risk. In the last year three launch vehicles to the ISS were lost resulting in dozens of nanosatellites being destroyed. The instrument shown in Fig.  3 was lost when a launch vehicle to the ISS failed. Despite the relative low cost of CubeSats it is often difficult for university teams to prepare spare spacecraft for re-launch even if these follow-up opportunities come at much reduced cost. For a robust program it is prudent to ensure that a spare flyer is available. 
SPOOQY-SAT

Proposed development plan
In the next generation SPEQS-2.0 device one goal is to develop a source that can demonstrate at least one million coincidence pairs a second divided equally between two polarization bases. 17 This will require optical components such as optics for the pump and collection beams and necessitates a form-factor that already exceeds standard CubeSat payloads. This changes to form-factor prevent us from following the cost-sharing model where we deploy the instrument on multi-mission CubeSats. This has required the development of a dedicated satellite. We have begun a program to develop a series of CubeSats dedicated to demonstrating the SPEQS-2.0 devices. These series of satellites are known as the SpooQy-Sats. Two SpooQy-Sats (SpooQy-1 and SpooQy-2) are being planned. The proposed schedule for SpooQy-Sat development is shown in Fig. 4 . As CubeSats are a novel technology tool for quantum optics research teams the first iteration is planned as an educational exercise. This first spacecraft (SpooQy-1) and has undergone a preliminary design review (PDR). As pointed out by Swartwout 21 a large number of university based CubeSats fail very rapidly in orbit due to both lack of experience and lack of system-level testing. To de-risk the SpooQySat series veteran satellite developers have been recruited onto the review panel to add depth and experience into system, risk and mission analysis. A range of environmental tests are also being planned including stress tests within a thermal-vacuum chamber. The SPEQS-2.0 payload for both spacecraft will be subject to its own design review due in 2016.
The mission objectives are illustrated in Fig. 5(a) . The minimum level of success is to illustrate that the new optical payload can generate and detect one million pairs of photons per second. The second objective is achieved when it is illustrated that these photons can violate a Bell Inequality. The third objective would be to demonstrate that the photon pairs can operate for a minimum lifetime currently estimated at 3 months. This lifetime is determined by the expected spacecraft life cycle when launched from the ISS. 27 The final objective is to collect performance data on the source as it ages keeping track of duty cycle and experiment runs.
A series of traceable and verifiable requirements (Fig. 5 (b) and (c)) are necessary to design a spacecraft that can best support the defined mission objectives. The SpooQy-Sat requirements are currently being defined to support the top-level mission requirements. These top-level requirements are divided into six parts. The first requirement is to demonstrate that the integrated spacecraft survives the defined environmental tests. The second requirement is to demonstrate that the spacecraft can provide the necessary power at all times to maintain the SPEQS-2.0 instrument within a temperature range currently expected to be between 20
• C and 25
• C. This maintenance mode is necessary to prevent premature aging of the instrument and is expected even in an actual space QKD experiment. The next requirement is that the payload must be able to collect and store housekeeping data. The fourth and fifth requirements are to demonstrate that the payload can communicate with the satellite bus and that all payload data can be transmitted to ground stations. The final requirement is to demonstrate that the spacecraft can meet the payload resource envelope after deployment in orbit. 
Proposed platform and SWAP envelope
Prior to the design process a development path survey was conducted to identify suitable CubeSat platforms. The current SpooQy-Sat design uses the GomX platform 28 and the model for a complete SpooQy-Sat bus and structure is shown in Fig. 6 . The proposed platform currently has limited flight heritage but is due to be flown on GomX-3 in late 2015 and from other flight opportunities in 2016. The SpooQy-Sat development team is working closely with the GomSpace developers to verify the performance of the proposed platform. When the proposed spacecraft without payloads is fully assembled with four batteries (38 Wh capacity) it will have an estimated mass of 2.0 kg. These values are well within the mass budget provided by the Nanoracks interface control document 29 which is 8.4 kg, leaving almost 6.4 kg for the payload volume. Other launch providers have similar mass limits. This mass envelope and the payload volume of 8.5 cm×7.5 cm×25.5 cm should accomodate two copies of the proposed SPEQS-2.0 instrument. The estimated average power generated per orbit is 5.8 W and in sunlight instantaneous power is approximately 9 W -it is proposed that the payload operates only during daylight to reduce stress on the electrical power system.
Orbit consideration and data links
The choice of orbit determines the overflight duration over the ground station placing a limit on the possible amount of data downloadable for a given hardware specification. Furthermore the amount of solar illumination could also limit the power generation from the solar panels. Our current primary orbit of interest is the ISS orbit for its regular launch schedule and relatively lower launch cost. For comparison we also look at an orbit of approximately 700 km for two different inclinations (equatorial at 20
• and polar sun-synchronous at 98 • ). From Table 1 the average sunlight time for different orbits are quite similar. Not shown is the data from a possible dawn-dusk sun synchronous orbit (DD-SSO). Although the DD-SSO is good for electrical power generation the constant sunlight illumination can heat up the satellite and create a temperature gradient across the satellite which is undesirable for the opto-electronics and the optical alignment for the science mission. For the communication system UHF at 9.6kbps and 19.2kbs is being considered. S-band radio was considered initially but it was dropped given the price and maturity of currently available solutions. Table 2 shows the average maximum downloadable data per day for several possible orbits. The data to be downloaded is dominated by the experiment and is estimated to be 128kB per experiment cycle based on SPEQS-1 experiments. Currently the power budget should enable 12 cycles per day but not all orbits allow sufficient access time for the data to be transmitted to a single ground station in a single 24 hour period. The following table shows the expected number of experiment runs that could be carried out capped to the maximum of 12 cycles per day. Based on the results presented in Tables 1-3 the SpooQySat development team is planning to establish a single UHF-based ground station using amateur radio frequencies. A second ground station is desirable for extended reliability and the feasibility of a second ground station in Europe is currently being studied.
The orbits being analysed have also been flown a number of times by CubeSats. From these spacecraft the effect of orbit on internal spacecraft temperature has been mapped out a number of times. 30 In Fig. 7 the internal temperature of the onboard computer from the GomX-1 spacecraft 31 varies between -7
• C and 20
• C. The SPEQS thermal management system has been designed to deal with such a temperature variation. Figure 7 . Snapshot of the internal temperature of various sub-systems on the GomX-1 spacecraft that orbited at a 600 km polar orbit.
AFTER SPOOQY-SAT
The rapid development of high performance capabilities of nanosatellite systems will enable challenging and ambitious quantum optics experiments in space. The SpooQy-Sat program is an example of how cost effective small satellites can be used to demonstrate quantum technologies in space and to raise the technology readiness level of key components. Once the entangled photon sources are developed to a sufficiently mature stage it would be necessary to couple them to space optics capable of long distance transmission.
High precision ADCS and pointing is an area where concentrated effort has been applied due to various applications ranging from high speed classical communications 32 to astronomical observations. 33 Two-stage coarse and fine pointing systems are being developed for several CubeSat missions.
32, 34, 35
A simultaneous transmission of an entangled photon pair to separate ground stations has been a long term goal of quantum space experiments. 36 The requirement to point at two widely separated targets necessitates large moving optical assemblies that would be difficult to accommodate within a nanosatellite. Larger satellites, such as microsats, 37 may be necessary to meet SWaP requirements. However, the nano-microsat line is beginning to blur with commercial services offering 12U CubeSat launch and deployment into LEO for under USD1M. This expands the class of missions that are feasible with small standardized containerized platforms. 
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